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8 Rul e 6 
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Box No. I Basis of the opinion 



1 With regard to the language, this opinion has been established on the basis of the international application in the 
language in which it was filed, unless otherwise indicated under this item. 

|~~| This opinion is based on a translation from the original language into the following language , 

which is the language of a translation furnished for the purposes of: 

| | international search (under Rules 12.3 and 23. 1(b)) 

| | publication of the international application (under Rule 12.4) 

[ | international preliminary examination (under Rules 55 .2 and/or 55 .3) 

2 With regard to the elements of the international application, this opinion has been established on the basis of (replacement sheets 
which have been furnished to the receiving Office in response to an invitation under Article 14 are referred to in this opinion as 
"originally filed. "): 

[X] the international application as originally filed/furnished 
[><0 the description: 

pages 1-10 as originally filed/furnished 

pages NONE received by this Authority on _ 

pages NONE received by this Authority on 

|^ the claims: 

pages 1 1-14 as originally filed/ furnished 

as amended (together with any statement) under Article 19 

received by this Authority on _ 

received by this Authority on . 




as originally filed/furnished 
received by this Authority on _ 
received by this Authority on _ 



pages INWlNc. recciveu uy una nuuiumj 

□ a sequence listing and/or any related table(s) - see Supplemental Box Relating to Sequence Listing. 
|^1 The amendments have resulted in the cancellation of: 



the description, pages NONF , 
the claims, nonf. 



the drawings, sheets/tigs JSQ£JE_ 



the sequence listing (specify): NONF , 



any table(s) related to the sequence listing (specify) - NONE 



4. □ This opinion has been established as it (some of) die amendments had not been matte, since they have been considered to go 
beyond the disclosure as filed, as indicated in the Supplemental Box (Rule 70.2(c)). 

I | the description, pages 

I | the claims, Nos 



| | the drawings, sheets/ figs 

| | the sequence listing (specify): — 

| | any table(s) related to the sequence listing (specify):. 
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BoTN^V Reasoned statemen t under Rule 66.2(a)(ii) with regard to novelty, inventive step or industrial 
applicability; citations and explanations supporting such statement 



Novelty (N) 
Inventive Step (IS) 
Industrial Applicability (IA) 



Claims 9. 10. 15. 16, and 18-20 



Claims 1-8. 11-14, 17. 21. and 22 



_YES 
NO 



_YES 
NO 



Claims NONE 



_YES 
NO 



2. Citations and Explanations: 
Please See Continuation Sheet 
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Box No. VII Certain defects in the international application 



The following detects in the form or contents of the international application have been noted: 

t „ „nHp, ptt Rule 66 2(aHiii) as containing the following defects) in the form or content thereof: Figure 

understanding of the disclosed invention should he shown in the drawing. 

Claim 1 1 is ohjected to under PCT Rule 66.2(a)(iii) as containing the following defect in the form or contents thereof: Claim 1 . is 
ol&Kd mSS of improper dependent form for failing to further limit the subject matter ol a claun . . 
Claiml3 is objected to under PCT Rule 66.2(a)(iu) as containing die following detect in the form or contents thereof: after 
"plurality" in line 1 , insert -of-. 
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Box No. VTJI Certain observations on the international application 



The following observations on the clarity of the claims, description, and drawings or on the question whether the claims are fully 
supported by the description, are made: 



rhe^lowine reason- Claim 1 is incomplete for omitting essential structural cooperative relationships of el 

betweTthe necessaTy structural connections. The omitted structural cooperauve relauonshtps are: 
workstation coupled via a computer network. 
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f-To ffusedShente space in any of the preceding boxes is not sufficient) 



Report 



SaiL ?S n SltSSc k novelty under PCT Article 33(2) as being anticipated by Ensor et al.. U.S. Patent No. 



5,721,780 A 



As per claims 1 and 21 . Ensor et al. illustrate a method and computer readable medium for providing security to a computer network 
by monitoring the physical location of a network login or login attempt, comprising: 

associating a workstation to a physical location (see column 4. lines 19-25; figure 1 . items 1 10 and 1 12; a terminal device for a home 
subscriber station connected by a telephone jack and line); 

associating a network user to the workstation (see column 3. lines 62-67; a user who has a particular subscriber terrninal); 
network); 

. v , .... w. ltim „ r lhe , cll!in ( ,r tempted Imnn <sec column 4. lines 51-63; figure 1 . item 1 12 and 122: determining the 
^gwh^ 



As per claim 2. Ensor et al. then point out: 
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Supplemental B — 

(To be used when the space in any of th e preceding boxes is not sufficient) 



determining whether preventative action is necessary (see column 5, lines 58-60; figure 1. item 1 14; comparing U the newly encrypted 
password is identical to the retrieved password), and 

if so (see column 5. lines 60-61 ; if the two passwords are not identical). auu,malically initiating Putative ^on ( see column 5. 
lines 60-66; figures 110,11 2. and 126; sending an error message to the subscriber that the authentication has tailed). 

As per claim 3, Ensor et al. further describe: 

generating an alert (see column 5, lines 60-66; figures 1 10, 1 12, and 126; sending an error message to the subscriber that the 
authentication has failed). 

As per claim 4, Ensor et al. additionally mention: 

disconnecting the workstation from the network (see column 6. line 1; the modem connection is terminated). 
As per claim 5, Ensor et al. then discuss: 

generating a notification message that the user is accessing the computer network from an unauthorized I location (see column 5, lines 
S£!«f error message is sent indicating a mismatch between the particular terminal and the dechcated telephone line at an 
unauthorized location for the subscriber). 

As per claim 6. Ensor et al. moreover elaborate: 

storine information regarding the physical location of the login (see column 6. lines 26-42; figure 1 . items 108 1 12, and 110; 
2. Ssword 8 for the subscriber by encrypting the network coupling identifier with a different encryption key) and the 
atten^dtSs^coluLn 5, lines 22-27; creating a subscriber registration account by the newly encrypted password representative 
of the telephone number of the particular terminal). 

As per claim 7, Ensor et al. next describe: 

storine information regarding the workstation associated with the login (see column 6. lines 26-42; figure 1 , item 1 10, 108. and 1 12; 
SSJSSS^ L of passwords by encrypting the network coupling identify using a ^^^^ » 
initial password aumentication for a selected terminal) and attempted login (see column 5, lines 22-27; registering the part.cular 
te^TZprgTlogin by creating a subscriber registration account in the database identified by the newly encrypted password). 



As per claim 8, Ensor et al. also specify: 

workstation information including the jack or outlet information (see column 6, lines 26-42; figure 1 item 1 10 108^ J*"* 
undatine the corresponding list of passwords by encrypting the network coupling identifier using a different encryption key alter an 
S^stoTaSSion fora selected tenninafsee column 4, lines 51-63; figure 1. item 1 12 and 122; where the unique, 
network coupling identifier is associated with the dedicated telephone line coupling the terminal to the network). 

As per claim 1 1 , Ensor et al. then point out: 

associating a network user to the workstation (see column 3, lines 62-67; a user who has a particular subscriber terminal) . 

As per claim 12, Ensor et al. illustrate a method for providing security to a computer network by monitoring the network login or 
login attempt from a particular workstation, comprising: 

associating a workstation to a physical location (see column 4. lines .9-25; figure 1. items HO and 112: a terminal device for a home 
subscriber station connected by a telephone jack and line); 

associating a network user to the workstation (see column 3. lines 62-67; a user who has a particular subscriber terminal); 
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f"» h!f!5^erftlK space in any of the preceding box 



network); 



passwords 

dedicated telephone line) 

comprising: 

a „ ^i,„ci,-oi im-Mtinn (see column (see column 5, lines 3-21; figure 1 , 

^^^^^^^^^^^'^^ < ^'^' 

stored ill the service bureau internal database for a subscriber); 

frnm the workstations login (see column 4, lines 51-63; figure 1. item 1 12 and 

one or more processors for receiving logm ^^^Z^mLa telephone line coupling die terminal to the 
122; receiving the unique, network coupling idenufier ™^*™*™ sU)ie(i m a predetermined location in the terminal memory 
network and; see column 5, lines 3-21; figure 1 «»IM,<J P™ d Sher the user or the workstation is authorized to login to 
stored during registration); and accessing demonic storage ^^Zml, lines 1-6; figure 1 . items 1 10, 1 12, 126, and 1 14; the 
the network from the physical location (see ctoSJto *W7. £™ ^ password where two nonidentical passwords mdicate 

from the terminal at the dedicated telephone line) . 

As per claim 14, Ensor et al. further describe: 

■ / Am ,, lines 60-66- figures 110, 112, and 126; sending an error message to the 
generating an alert based on the determination (see column 5. lines 60-66, tigures 
subscriber that the authenlication has failed). 

As per claim 17, Ensor et al. moreover point out: 

• w „i„ m n«i lines 50-54" figure 3, step 330; instructing the network to terminate the 

line into a telephone network), compnsing: 
call to the service bureau); and 

1 14; die transaction manager determining die location mid registration status oi y _ 
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SSSSSSte space inanyoratepreceaittgboxes.not.unicient) 



telephone number); 

login (« column 5, lines 54-67: column 6 » 1-6; figure indi»» » unauthorized login attempt and 

a^sS-lOIac.aninven.ves.p under K T Article m^^™****'™^™™" 0 *- 
applied to claim 1 and farther in view of Kondo et al. , U.S. Patent No. 5.684,957 A. 

I, Lai 10. 108. and 1 12; updating the ^^^^^^"^JSS; see column 4. lines 5 1-63; figure 1 , item 1 12 
different encryption key after an initial P^^^^^^S JeSed telephone line coupling the terminal to the 
and 122; where the unique, network coupling ^"^"^^ ^ olU the dale and time of each successful login (see 
network). However, they do »««J 0 "; 5^ ie'Xe column .7. lines 36-45; figure .4. items .401; 
column 17. lines 36-45; figure 14 «™ ^ g %?to^ TSZm 1502 employed for login procedures), and formation 
names of virtual terminals; see column 17, lines 48-33. ngure s w. v j ^ information including names 

regarding which network rescues ^ ' '^oreT-^ve been obvious to one of ordinary skill in 

of files, access users access Process and ^^^J^ ^ od ot ' En sor et al . with the date and time of each successful 

I'ogTdo^ 
1-4). 

an even, log («ee column 17. lines 36-48; figure 14, a logm recor* « . T»« • . — , of Ko „„„ e , al. 

.kill in the compote, art a, *= lime file mveno™ "» "^J",'™^ o^Tulmhortad entry from outside «nd umuutorteed u* 

jrl^fi^nfin^^ 
column 5, lines 1-4). 

As per claim 10, Kondo et al. further elaborate: 
^.eeventlog cerises Motion re^ 

figure 14. item 1402; names of login terminals; m* column , 2 J*^™ ^« 36-41; figure 14, item 1400; names of login 
assigned in a map database) and information regardmg the ^^^^]^^ ul at & ^ the invention was made to 
useS. Therefore, it would have ^^^^^^^S!ZSt management system the capability of early 



x by leav 



««, nnrter PCT Article 33(3) as being obvious over the Ensor et al. , U.S. Patent No. 5,721 ,780 A a 
Claims 15-16 lack an invenuve step under PCT Article -"W ^ ' 
applied to claim 14 and further in view of Day. U.S. Patent No. 6.311 .274 Bl 



As per claim ,5. Ensore, 1. describe He system of clafin 'Jl^-^,^^, ^^X^^L* 



alert (see column 1 , lines 52-60). 



As per claim 16, Day further describes; 
u^alenconrprte.p^nofir^ 
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fr ^eTwh^ space in any of the preceding boxes is not sufficient) 
information (see column 5, lines 42-45). 



, ten iinrfpr PCT Article 33(3) as being obvious over the Ensor el al. , U.S. Patent No. 5.721,780 A as 
Claims 18-20 lack an invenuve step under PCT Article JJ(J> as o u g 
applied to claim .4 and further in view of Kondo e. al. . U.S. Patent No. 5.684.957 A. 

, u u , m rsr Maim 1 4 However they do not explicitly show an event log. Kondo et al. describe 

As per claim 18, Ensor et al. teach the system of claun 14 How^t^y £ ^ obvious to ^ of ordinary 

an event log (see column 17 lines 36-48; ^combine Se system of Ensor et al. with the event log of Kondo et al. to 
skill in the computer art at the ume the £^ of ^unauthorized entry from outside and unauthonzed use 



column 5. lines 1-4). 



As per claim 19, Kondo et al. then discuss: 

. n , in „. ,6.45. r 1EUre 14 items 1403 and 1404; login times and logout 
.hat the event log comprises a time of the access <« 36-45 figu« £ ^ ^ ^ ^ ^ 

tunes). Therefore, ^ d ^, te ^te^e^ 

Sbylea"^^ 

As per claim 20, Kondo et al. further elaborate: 

the eventlog comprises information regarding *^£^J££^^?£ZZ&^* 
figure 14. item !402; names oflogin termmals; « rttoes 36-41 ; figure 14, item 1400; names of login 

assigned in a map database) and informauon regarding the ^^^ c ^ ma at £ time the invention was made to 
useS. Therefore, it would nave^ob^ to one of system the capabi.ity of early 

description, page 2, 11 [005]-[006]). 



:apability of early 
a network 
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